Attachment E

CyberArk Test Procedure -092515

1. Ensure card reader and PIV card are in place

e Place the card reader in a USB port and insert PIV card.

e PIV card picture should be facing up with the gold certificate sliding into the reader
e You should see card reader activity

e If the you are using a VM, The card reader should be connected to the VM

2. Establish VPN to VDC (You must login to Netscaler)

e You will need your AIMS userid/password and two factor token.

3. Pre-check certificates

Please bring up Internet Explorer
Select the windows gear in the top right
Pick Internet Options

Pick Content Tab

Internet Options

L e |

General | Security | Prlvacy| Content ‘Connemonsl Programs | Advanced|

Family Safety

Certificates

#

& Control the Internet content that can ‘p‘ Family Safety

be viewed.

Use certificates for encrypted connections and identification.

i Clear S5L state ] [ Certificates ” Publishers ]

AutoComplete

2 AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

i— Feeds and Web Slices pravide

«:F;H updated content from websites that
can be read in Internet Explorer and
other programs.

oK I i Cancel Apply




e Select certificates

With the PIV card reader in place and your PIV card inserted, ensure that your certificate shows
under the personal tab. (Note the example Robert Wehrle)

d N
Certificates - o — i u

Intended purpose: ’ <All= - l

Fersonal |{}ther Feople | Intermediate Certification Authorities | Trusted Root Certification ¢ | *

Issued To Issued By Expirati... Friendly Name
Sl piv test U.S. Department o... 8/3/2018 <MNone>
Sl piv test U.S. Department o... 8/3/2018 <MNone>
Sl piv test U.S. Department o... 8/3/2018 <MNone>
5 lRobert Wehrle (... U.S. Department o... 7/26/20... <MNonex>

54 Robert Wehrle (... Department o... 7/26/20...

5 lRobert Wehrle (... U.S. Department o... 7/26/20... <MNonex>
5lu.S. Departmen... U.S. Department o... 8/3/2018 <MNone>
5]u.S. Departmen... U.S. Department o... 7/26/20... <Nonex>

l Import... H Export... H Remove Advanced

Certificate intended purposes

Smart Card Logon, Client Authentication, Any Purpose

Learn more about certificates Close




Certificate &J
Certification Path

Certification path

_ﬁJ U.S Government Commen Policy
i _ﬁJ VeriSign S5P Intermediate CA - G3
- = U.S. Department of Education Agency CA - G3

EMES| Robert Wehrle (affiliate)

View Certificate

Certificate status:
This certificate is OK.

Learn more about certification paths

e The following two items are very critical

1. Ensure that you see a certification path that is similar to the above. If you do not see a
path you will need to import the intermediate certificates that have been attached. See
Appendix A and B.

2. Ensure that your Name is at the bottom certificate and that the word (affiliate) is
appended. If this is not the case please alert Don Lindsey or Chris Safsten as soon
as possible.

4. Access CyberArk link
e Please ensure you use Internet Explorer for this test.
e Close all Internet Explorer instances by selecting the browser exit at the yop right
e Open a IE Browser and point the browser at https://fsaptcpark006/PasswordVault/

Also please use the attached host file entry for fsaptcpark006 if it doesn’t resolve
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https://fsaptcpark006/PasswordVault/

And you will see

T I = 1 [

m |2 nitpssaptcparko06/PasswordVi = € Certificate .. €| @ password Vaut Sign In X DAL,

6 Privileged Account Security

CYBERARK

SIGN IN

Please choose an authentication method

o’ C !
User Certificate CyberArk LDAP

Copyright © 1999-2015 CyberArk Software Ltd. All Rights Reserved.
Version 9.2.0 (9.20.0.153) About | Mobile version

5. Select Certificate
Select the User Certificate Button. It will display a number of certificates found on your PIV card.
Please select the one that has your name on it and then select ok. When the system queries for
the associated PIN, please input the correct PIN.



6. Successful Authentication

e(cf (2 nttpsy//fsaptcpark006/PasswordV, ~ € Certificate .. ( " (2 Recently - x
piv test -
ACCOUNTS Recently Leave emply to search all | Q4 -

Account Views - Add to Favortes Jl Addtocart | Addallto Cart

Favorites
o- Ussmame Aadress safo Platrm 1D
Locked accounts
New accounts
Requests Views -
My Requests (0)
Incoming Requests (0)

My Views -
My Cart

File Views -
Files.
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CYBERARK' i 4 | page Tot1| b bl | & No accounts to display

7. Logout

(2 Recently

ACCOUNTS piv test

About

ACCQOUNTS Recently
Sign out
T -
Favorites

Recently {0) - Username Address Safe Platform ID

Locked accounts
New accounts
Requests Views -
My Requests (0)
Incoming Requests (0)

My Views -
My Cart

File Views -
Files.
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CYBERARK' 4 4 [Page| 1)or1| b bl | & No accounts to display



Appendix A — Viewing Intermediate Certificates

If there is a problem with the certificate chain as shown on Page 3 or you are receiving an http
error code 403, permission denied, and then you may be missing intermediate certificates. You

can check the intermediate certificates by opening a IE browser.

e Open IE and select the wheel gear in the right corner
e Select Internet Options
e Select content tab and select the button “certificates”
e Select “Intermediate Certification Authority” tab
Please locate the following certificates

e VeriSign SSP Intermediate CA - G3

e U.S. Department of Education Agency CA - G3

Note the picture below shows the certificates sorted by issued to
The certificates that might need to be imported are highlighted in the picture

Certificates — &J
Intended purpose: [<AH> vl
Personal | Other People  Intermediate Certification Authorities | Trusted Root Certification| * | »
Issued To Issued By Expirati... Frient =

S lwwow.verisign.com/CPS Incorp.by Ref. LL.. Class 3 Fublic Pri...  10/24/2... <MNon

54 VeriSign SSP Intermediate CA - G3 Federal Common ... 12/9/20... <

=1 VeriSign Class 3 Secure Server CA - G3 VeriSign Class 3 P... 2/7/2020 <Non
ZIVeriSign Class 3 International Server CA ... VeriSign Class 3 P... 2/7/2020 <MNon
zlveriSign Class 3 Code Signing 2010 CA VeriSign Class 3 P... 2/7/2020 <Non

SJUTN-USERFirst-Hardware AddTrust External ... 5/30/20... <Non
55 U.S. Department of Education Agency CA... VeriSign SSP Inter... 10/19/2... <

S Thawte DV 551 CA thawte Primary Ro... 2/17/20... <Non i
?l‘:um:nfor (Class 2 Sarure Saner {‘ﬁ[— o VeriSinn Clace 1 P 1n!'z|n!') <N:r|

Import... Export... Remove Advanced
[wort. | [ egport.. ||

Certificate intended purposes
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Learn more about certificates

Appendix B Importing Certificates (If necessary)



If the certificate is zipped please unzip the certificate and place in a directory that you can
locate

Open IE and select the wheel gear in the right corner

Select Internet Options

Select content tab and select the button “certificates”

Select “Intermediate Certification Authority” tab

Select Button Import

Next ->

Select browse and point to the certificate that you had unzipped.
Next->

Next->

Finish->

r [ 3
Certificate Import Wizard ) lﬁw

0 The import was successful.

Please return to statement 3 and recheck the certificate path



